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[image: ]A very useful website that provides tips on how to set up parental controls to keep your children safe online. 
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KS1 Finding information on the Internet safely:

I know
· That I will get to use the internet if I use it responsibly
· That being responsible means I should not try to visit unsafe sites or register for things I am not old enough for
· The sites that are safe for me to use
· What to do if I open something that I don’t like
· How to search safely to find the information I want
· That I should be supervised
· That any information I put up on the web can be read by anyone
· That I should not copy others work and claim it as my own
Using technology to contact people: 
I know
· How to keep my personal information private
· That I need to be polite online and friendly online and think about the language I use (it could be forwarded to my parents of head teacher!)
· What to do if I receive an message of email that I don’t like
· That people online many not be who they seem
Using technology for buying and selling: 
I know
· How to tell the difference between web sites for information and web sites selling things
· That I should not use someone else’s identity to buy things online












KS2 Finding information on internet safety:
I know 
· That I will get to use the internet if I use it responsibly
· That being responsible means I should not try to visit unsafe sites or register for things I am not old enough for
· That any protection system does not stop all unsafe content
· What to do if I open something that I don’t like
· How to search safely to find the information I want
· That I should be supervised
· That any information I put up on the web can be read be anyone
· That I should ask permission to use the work of others and credit them if I do
· That I should not copy others work and claim it as my own

Using technology to contact people:
I know
· How to choose my user name carefully to protect my identity
· How to keep my personal information private 
· How to use safety features of web sites 
· How to limit access to my information 
· That e-mails / messages can be intercepted and forwarded on to anyone
· That I should be careful who I add as friends 
· That I need to be polite online and friendly online and think about the language I use (it could be forwarded to my parents or head teacher!) 
· How to use the subject field in e-mails
· Not to open messages if the subject field contains anything offensive or if I do not recognise who it is from (delete it without opening it)
· What to do if I receive an offensive message / e-mail including how to keep evidence
· That people online may not be who they seem

Using technology to for buying and selling:
I know 
· How to tell the difference between web sites for information and web sites selling things
· How to recognise commercial uses of the internet e.g. I Tunes, mobile phone downloads, shopping
· That if an offer looks too good to be true it probably is
· That I should not respond to unsolicited online offers
· That I should not use someone else’s identity to buy things online
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LIMIT GAME TIME

Parents can use parental confrols on Xbox and PC fo limit the
fime your chid s piaying games on the devices. Be aware that
the game is available on 10S and will soon be available on all
mobiles. With this in mind, it is worth having a conversation with
Your child fo discuss and agree how long you would like them
to spend on games. Even though the games last around 20
minutes, it may be hard fo fake fhem away from a game mid
piay. f may be worlh using a imitof he amoun of matches
they play rather than a fime limit.

B e

—
# Z} PREVENT THEM TALKING TO STRANGERS

There is an opfion fo furn off the voice chat feature, which
means they wouldn't be able fo falk fo anybody, including
their friends. Your child will still be able to use the in-app chat
and hear ofher people’s conversations. To fur off voice chat,
open the Seffings menu in ihe fop right of the main Forinite
page, then

top of the screen. From there, you can tum off voice chat.

= ac = =

o

#b LOOK OUT FOR VBUCK SCAMS

Itis important that your children are aware of the scams that
they may come across online in association with the game.
Open up conversafion with them about scams and how they
should never share their username or password with people in
‘order fo gain anything for the game.

171 — 8% + (B}

I«
o

e -

112 RESTRICT PAYMENT METHODS

“Fortnite: Battle Royale' is a free fo play game, but there are still
options to make addilional purchases. If you do nof want your
child fo make payments, ensure your card is nof associated
with their account. If you are happy for your child to make:
payments in the game, but want fo limit spending, we suggest
using a paysafecard, or a games console gift card. These can
be purchased in specific amounts, which will allow you fo
limit how much your child spends and removes the need for a
credit/debit card fo be used with their account.

'r~r—v-- = . wr sscw—

#6 SHOW THEM HOW TO MAKE A REPORT

If your child believes a player is playing or falking
inappropriately, you should advise them fo report them. To |
report a player, you can use fhe in-game feedback ool -
located in the Main Menu of the game. Additionally, you can
report a player in-game when spectating them.

k on the cog icon. Open the Audio fab af the |

=

# 6 USE A STRONG PASSWORD

It may seem like a simple tip, but it is important that your
child selects a strong password when creating an account,
particularly if a credit/debit card is associated with the
account. This wll help reduce the sk of their account being
acked.
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MICROTRANSACTIONS

New featured tems arereleased daily and are only avalable to
purchase within 24 oursof hel rlease. These are cosmetic
tems, called'skin. glders'and'emotes; which change the
ook of the characters but do notimprove the game play. Once
purchased, the player hasfull use ofthese inthe future.The
designs are made admirablefor players to purchase and even

the game i a‘Batle Pass, When a new Battle Pass

userscan play a seriesof challenges to eceive more rewards

(cosmetics) by progressing through diferentters, Whatever
rewards they achieve can then be used n the game.

IT CAN BE ADDICTIVE

‘Games can ast around 20 minutes but thisvaries with each
‘game. Children may feslangry fthey lose the game and
continue toplay unil they achieve theresul they want.The
‘compatitve nature of the game may make it diffcult for hildren
t05t0p playing halfway through as it could affect thelr position
in the game.

IT CAN BE PLAYED ON THE GO

‘The game was eleased on mobile in April 2018 meaning it can
be played withouta games console at home. Some schools
have reported that the game i istractng their students whilst

i the classroom. A the game is available outsid
parents may not be aware of how long their chi
game.
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E: BATTLE ROYALE

HACKER ATTACKS

News site Forbes said it had seen “dozens” of reports onine.
by people who sid ther accounts had been compromised by
ackers. Hackers gained acces to sers accounts i the game.

‘and spent hundreds of pounds in fraudulent charges.

TALKING TO STRANGERS
DURING SQUAD MODE

Interacting with other layers inthe game s part o the fun a5
players can communicate with thir friends and other players
i the game. layers will benefi rom wearing headphones
in the gameto hear footstepsfrom other players trying
40 comprommise their game. Wesring headphones makes it
difficult for parents to hear what exactly s being sid and
hildren may be exposed to inappropriatelanguage. Fortnite
Includes really good reporting features or players either
heating or misbahaving, and work towards having one of
the best onine gaming communities.

‘FREE’TO PLAY
The game S free t play. Howeve, f playing on b, you
willneed an Xbos gold ubscripion o play the game which
ischargable.

P W gumm—"

NO PROOF OF AGE REQUIRED
Signing up tothe game s relaively simple. Users have the
optiontolog n with their Facebook o Google accountsorthlr
emall address When signing up with an emal addrass, there s
no proofof age required. I yourchilds under the age of 12, it
isimportant t checkif yourchild has the game downloaded.

SOCIAL MEDIA SCAMS

There are many accounts on Facebook and Twiter which
claim to give away free money (Known 'V bucks’) for games
‘which will be transferred totheir Xbox Live or PSN cards.
‘Any giveaway promotion from Fortaite will bein game. s
Important tocheck the authenticty of these accounts before.
giving away personal information in order to claim' bucks.
‘The websites o accounts may ask you o share your account
name and password in order tocaim the money: fthese offers
seemt00 good tobe true they usually are.

WEAPONS AND VIOLENCE
PEGIhas givn the game a rating f 12+ Even though the
‘game includes vience and weapons such a crossbows,
grenade launchers, rifle,pistols, shotguns and more, PEGI say
“more graphicand realistc looking vilence towards antasy.
charactrs s allowed. Any violence towards human characters
‘mst ook unrealistic uness it consists o only minrortrivial
iy sich a5  slap’, making the game suitablefor chldren
aged 12and over.
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Learn about it:

Teach your child some simple rules

« Make sure your child knows not to share personal
information like their phone number or email
address oniine

- Only talk to reallfe fiends or family ifthey are
on sites with a social media element lie Moshi
Monsters or Club Penguin

« Use privacy setiings wherever they exist to
keep their information private

- Be a good oniine friend and don' say nasty
things even i its just a joke

+ Use secure and legal sites to download music
and games

- Check attachments and pop ups for viruses
before they ciick or download anything

- Use Public Friendly WiFi when they're out and
about to filter inappropriate content

Talk about it:

Tips for a meaningful conversation

- Start conversations when your children won't be
embarrassed, for example in the car going home:
from school

+ Ask them for advice on how to do something online
and use this s a conversation starter

- Make sure they know they can come to you if
they're upset by something they've seen online

+ Be sensitive and praise them when they share their
online experiences with you

* If your child comes to you with an issue, stay calm
and listen without judging them

* Talk about online grooming as you would stranger
danger and explain that people they meet online
might not be who they say they are
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